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Security Testing & Analysis

Overview

▪ Quality vs. Security

▪ Overview of a common security problem - buffer overflow

▪ Introduction to testing for security

▪ Penetration testing, fuzzing

▪ Introduction to static analysis for security

▪ Case study: Cybersecurity in Connected Autonomous 

Vehicles (CAVs)
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Quality vs. Security 

Does high quality 

software = secure 

software?
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Buffer Overflow

Definition

▪ Cause: writing data to a fixed sized buffer (e.g., array, stack) that is longer 

than the fixed length

▪ Where can this occur? In any unsafe programming language (i.e., not 

memory or type safe)  when the programmer does not explicitly protect 

against it

▪ An example of an unsafe programming language is C++

▪ Consequences: unintended behaviour, program termination, 

▪ an exception.
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Testing for Security

Traditional Testing Techniques

▪ We have already learned about many kinds of software testing – both black box and 

white box

▪ Unfortunately, these traditional testing techniques do not always ensure that a 

software is secure 

▪ Why? Let’s consider black box testing…

▪ Black box testing is based on software requirements

▪ Security errors are often caused by “unintended” program behaviour 

that does not violate these requirements 

▪ This means that black box tests can not usually find these security 

errors unless there are explicit security requirements – not often 

the case!
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Testing for Security

Penetration Testing (or Pen Testing)

▪ An assessment of a system’s security using simulated or mock attacks

▪ It can be used to test the ease to which a system can be accessed by first 

discovering and then exploiting vulnerabilities

▪ Pen tests can be black box or white box depending on if the simulated attack 

is created with internal knowledge of the system under test

▪ Common black box pen tests can start with social engineering 

or phishing
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Testing for Security

Fuzzing (or Fuzz Testing)

▪ Based on the observation that unintended or unexpected behaviour can lead 

to security problems 

▪ Fuzzing attempts to cause unintended/unexpected behavior by testing the 

program with invalid or semi-valid input data 
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Testing for Security

Fuzzing (or Fuzz Testing)

▪ Three kinds of fuzzing:

1. Blackbox random fuzzing: inputs are generated randomly (similar to 

shotgun testing) 

2. Grammar-based fuzzing: inputs are created using mutation and are 

based on knowledge of valid data format (i.e. input grammar) 

3. Whitebox fuzzing: input constraints are identified using 

symbolic execution and then a constraint solver is used 

to systematically explore the program execution paths.
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Fuzzing at Microsoft (2010)

Source: 

http://developers.slashdot.or

g/story/10/04/02/0733221/Micr

osoft-Fuzzing-Botnet-Finds-

1800-Office-Bugs? 
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Fuzzing Tools at 

Microsoft

▪ Google has open sourced 

OneFuzz

▪ https://github.com/microsoft/onefuzz   

▪ OneFuzz is an Azure testing 

framework
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Fuzzing Tools at Google

▪ Google has open sourced 

ClusterFuzz

▪ https://github.com/google/clusterfuzz 

▪ It has been used to find:

▪ 16,000 chrome bugs

▪ 11,000+ open source project 

bugs
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Static Analysis for Security

SpotBugs (aka FindBugs)

▪ https://spotbugs.github.io/ 

▪ We have already seen that some general bug detection tools include bug 

patterns related to security

Coverity

▪ https://www.synopsys.com/software-integrity/security-testing/static-analysis-

sast.html

▪ Assesses both security and quality
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Case Study

Cybersecurity in Connected Autonomous 

Vehicles (CAVs)
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CAVs

▪ Use sensors to detect the 

environment

▪ Operate without human input
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CAVs

▪ Vehicle to…

▪ Infrastructure 
(V2I)

▪ Vehicle (V2V)

▪ Devices (V2D)

▪ Network (V2N)

▪ Pedestrian 
(V2P)

▪ Any internet-
enabled 
device (V2X)

© J.S. Bradbury CSCI 3060U Lecture 16 Slide 14



CAVs – CAN Bus

ECU ECU ECU

ECU ECU

• The central 

nervous 

system of the car
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CAVs – CAN Bus

ECU ECU ECU

ECU ECU

CA

N 

Bus

• The central 

nervous 

system of the car

• CAN Bus allows 

ECUs to 

communicate with 

one another 
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CAVs – CAN Bus

ECU ECU ECU

ECU ECU

CA

N 

Bus

• The central 

nervous 

system of the car

• CAN Bus allows 

ECUs to 

communicate with 

one another 

• Car systems are 

more vulnerable 

than ever
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CAVs – CAN Message Frame
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Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure

 Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 
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Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure

 Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 

Timestamp

© J.S. Bradbury CSCI 3060U Lecture 16 Slide 20

http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset


Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure 

Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 

CAN ID
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Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure 

Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 

Size of Payload

© J.S. Bradbury CSCI 3060U Lecture 16 Slide 22

http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset


Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure 

Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 

Payload Content
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Intrusion Detection - Dataset

▪ Source: 

▪ Car-Hacking dataset from Hacking and Countermeasure 

Research Lab

▪ http://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset 

Label
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Intrusion Detection - Attacks

▪ Denial of Service (DoS)

▪ Rapid (every 0.3 ms)

▪ CAN ID is set to 0X00

▪ Overwhelm the system
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Intrusion Detection - Attacks

▪ Denial of Service (DoS)

▪ Rapid (every 0.3 ms)

▪ CAN ID is set to 0X00

▪ Overwhelm the system

▪ Fuzzing (as an attack)

▪ Payload is randomized

▪ Trigger unexpected 

behavior
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Security in CAVs

▪ How do we detect attacks?

▪ How do we test that vehicles are resilient when under attack?

▪ How do we test for security vulnerabilities?

▪ …

▪ These are all questions we are exploring in the XIVT Project!
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https://www.xivt.org/ 
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XIVT Use Case

• The cybersecurity 

challenges in the 

Pedestrian Detection 

System(PDS)/ 

Advanced Driver 

Assistant System 

(ADAS) use case

PEDESTRIAN

DETECTION

SYSTEM
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Security Testing & Analysis

Summary

▪ Quality vs. Security

▪ Introduced testing (penetration testing, fuzzing) and static analysis for security

▪ Reviewed a security case study – Connected Autonomous Vehicles (CAVs)

Readings:

▪ “Fuzzing: Hack, Art and Science” by Patrice Godefroid

▪ https://patricegodefroid.github.io/public_psfiles/Fuzzing-101-CACM2020.pdf 

Acknowledgements:

▪ I’d like to acknowledge and thank the XIVT project partners who contributed to the 

background content in today’s CAVs case study – in particular, Naida Tania and 

Michael  who created the car hacking dataset slides
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