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Course Evaluation

§ Please go to https://www.cci-survey.ca/uoit/ca/status.aspx
§ In the freeform section of the questionnaire I would 

appreciate feedback on:
§ Lectures

§ Were the lectures (and slides) delivered at an 
appropriate level and was the content appropriate for 
the course?

§ What was your favourite and least favourite course 
topic?

§ Project
§ was the project experience successful in applying the 

different testing techniques covered in class?
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Inspections II - Code Inspections

Outline
• Today we look at the actual practice of code inspections
• We’ll look at :

• Checklist-directed code reviews
• Code paraphrasing
• Structured code walkthroughs
• Lightweight code review practices
• Heavyweight code review practices

• We also examine code inspection practices in eXtreme 
Programming
• Pair programming
• Code refactoring
• Refactoring patterns
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Code Inspection Practices

A Range of Alternatives
• Even if we have a highly formalized inspection process 

such as the generic one we looked at last time, there is 
still a range of actual practices that can be applied to 
implement the actual review of the artifact

• When the artifact is the actual code, we can use:
• Checklists
• Paraphrasing
• Structured walkthroughs
• Axiomatic formal proofs
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Code Checklists

Checklists
• Code checklists give a concrete list of properties of the code to 

check for
• Checklists may be general properties for any program, or specific

properties for the specific program or kind of program
• Both desired properties (ones we want the code to have) and 

undesired properties (ones the code should not have) may appear in 
the list

• Checklist items can range from simple surface properties such as 
code format to deep semantic properties such as termination

• The idea is that the inspector should look through the code to check 
for the presence or absence of each individual property, and check it 
off the list 

• Checklists are only part of the inspection - the correctness of the 
code must also be checked
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Code Checklists

An Example: Generic Java Code Inspection Checklist

1. Variable and Constant Declaration Defects
1.1 Are descriptive variable and constant names used in accord with naming 

conventions?
1.2 Are there variables with confusingly similar names?
1.3 Is every variable properly initialized?
1.4 Can any non-local variables be made local?
1.5 Are there literal constants that should be named constants?
1.6 Are there variables that should be constants?

2. Method Definition Defects
2.1 Are descriptive method names used in accord with naming conventions?
2.2 Is every parameter value checked before being used?
2.3 Does every method return a correct value at every return point?

. . .
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Code Checklists

An Example: Generic Java Code Inspection Checklist 
(cont’d)
. . .

4. Computation Defects
4.1 Is underflow or overflow possible in any computation?
4.2 Does any expression depend on order of evaluation of operators?  

Are parentheses used to avoid ambiguity?
. . .

6. Control Flow Defects
6.1 Will all loops terminate in all cases?

. . .
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Code Paraphrasing

Reading the Code in English
• Code paraphrasing is the original method of review described by 

Fagan for use in code inspections
• Consists of reading the lines of code for their meaning in the 

problem domain, not in the programming language
• The object is to insure that the code really does implement what we 

want to have done 
• Paraphrasing should avoid mentioning variables or control flow, 

rather it should be phrased in terms of the abstract meaning of the 
concepts and processes being implemented by them

• Discussion is seeded by scenarios, potential situations that may 
have to be handled

• Paraphrasing is often coupled with checklists - the checklist 
addresses low level properties of the code itself, while the 
paraphrasing addresses its high level meaning
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Code Paraphrasing Example

static int binarySearch (int[] list, int key, int start, int end) 
{

int middle = (start + end) / 2;

if (list[middle] < key)
return binarySearch (list, key, middle, end);

else if (list[middle] > key)
return binarySearch (list, key, start, middle);

else
return middle;

}

static int find (int[] list, int key) 
{

return binarySearch (list, key, 0, list.length);
}
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Structured Code Walkthroughs

A Guided Tour
• Code walkthroughs are a sort of guided tour of the program, led by a 
“tour guide” who describes the points of interest, signposts, family 
stories, anecdotes, etc. as we “walk” through the paths of the code

• When used in code inspections, walkthroughs are conducted by the 
code reviewers in the meeting as a sort of exploration of the code’s 
workings - this is a dynamic walkthrough

• Code walkthroughs can also be static - documented as an 
annotated version of the source code with the tour guide’s 
comments shown alongside the code itself 

• Both kinds of walkthroughs have been found to be very effective in 
training, to introduce new programmers to the code

• Walkthroughs are less effective as an inspection method (although 
they are still much better than testing)
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A Famous Static Walkthrough

The Lions Commentary
• Perhaps the most 

famous code 
walkthrough in history is 
the 1977 "Source Code 
and Commentary on 
UNIX 6th Edition” by 
John Lions of U. New 
South Wales

Source: 
https://upload.wikimedia.org/wikipe
dia/commons/5/50/Lions_Comment
ary_Unix.jpeg
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A Famous Static Walkthrough

The Lions Commentary
• The walkthrough is organized as two parts: 

1. a line-numbered commented listing of the Unix 
kernel source code, and

2. a detailed commentary organized in parallel with the 
source code structure, indexed by line number in the 
source code listing
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A Famous Static Walkthrough

The Lions Commentary
• The commentary pointed out the meaning and effect of 

each section of code on the whole system, reminded the 
reader of what each mentioned variable represents and 
where it is defined in the ten thousand lines of code, and 
so on 

• This book was quashed and never published because 
Western Electric (now AT&T) considered Unix a trade 
secret

• Underground photocopies made it out to hackers all over 
the world, and it was used as training material for 
students who later made FreeBSD, Linux, and all other 
Unix derivatives
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Semi-Formal & Lightweight Code 
Inspection Practices

Learning from Success
• Formal inspections are very successful at finding defects, but 

many find the formal inspection process too cumbersome 
• As a result, many practices have been developed that can 

gain some of the advantages of formal inspection without the 
overhead. 

• For example:
• Semi Formal Review Meetings
• E-mail/Fax Reviews
• Four Eyes Principle
• XP Continuous Inspections
• White Box Testing (by hand)
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Semi-Formal & Lightweight Code 
Inspection Practices

Semi Formal Review Meetings
• This is almost identical to the formal inspection process with one 

exception - the moderator is optional.
• In Semi Formal Reviews the author selects the members of the review 

team and can pick a moderator or review leader to follow up on 
verifying that issues identified have been addressed by the author.

• However, if a moderator or review leader is not chosen the author takes 
on the role of leader and is responsible for signing off and deciding if 
the code has passed or needs to be re-reviewed.

Disadvantages
• The selection of the review team by the author and the possible lack of 

a moderator can introduce bias and remove objectivity. 
• There is also no independent assessment that issues found during 

review have been addressed by the author which can make the process 
less effective.
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Semi-Formal & Lightweight Code 
Inspection Practices

E-mail/Fax Reviews
• E-mail or Fax communication replaces the formal review meeting.
• The author circulates the code to be reviewed to the reviewers 

directly and their review comments are sent back directly to the 
author.

• Upon receiving the review comments the author implements any 
required changes and re-circulates the code to the reviewers to 
sign-off on the review.

• In this type of review a moderator is traditionally not involved

Disadvantages
• The lack of a moderator can remove objectivity and lead to a lack of 

monitoring of the process. Nothing in the review process ensures 
that the author actually initiates the review and meets review 
deadlines. 
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Semi-Formal & Lightweight Code 
Inspection Practices

Four Eyes Principle
• One such practice is the four eyes 

principle, in which programmers work 
in loose pairs, where each module or 
class authored by one programmer is 
informally inspected by the other

• Both programmers are equally
responsible for the quality and 
correctness of the code, and both 
must “sign off” on it before it is 
released for testing and integration

• In small teams, such as the Euclid
project, this method has been shown 
to produce code with very few defects

Source: http://geek-and-
poke.com/2012/07/last-day-of-the-
geekpoke-simply-explained-
weekend.html
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Semi-Formal & Lightweight Code 
Inspection Practices

Chief Programmer Teams
• The four eyes principle is part of the chief programmer 

team software development method, an early 
predecessor of XP

• CPT development involves weekly meetings in which the 
whole team informally reviews the system design, 
architecture, interfaces and schedule once each week, 
continuously updating each of these as the project 
proceeds 
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Semi-Formal & Lightweight Code 
Inspection Practices

Extreme Programming - Continuous Inspection
• The four eyes principle is the predecessor of XP’s pair 

programming, another lightweight inspection method 
• XP’s code refactoring is a continuous inspection method 

descended from CPT’s weekly design reviews
• (We will cover this in more detail in a bit)

White Box Testing (By Hand)
• When applied manually, most white box testing methods 

force the test author to examine the code in detail in 
order to create the tests - in practice this is how most 
defects are found
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Heavyweight Inspection Practices

Doing It Right in the First Place
• If you carry formal inspection to the opposite extreme 

from lightweight informal methods, you wind up at formal 
verification

• This extreme is best represented by the Cleanroom
software development method
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Cleanroom Software Development

Cleanroom (Mills 1987)
• Essentially the “ideal” inspection process
• Based on static verification to ensure error-free 

development
• defects avoided rather than detected and corrected
• defects avoided by developing in an “ultra-clean”

environment (analogous to semiconductor 
fabrication)

• formal inspections augmented with formal 
correctness proofs as code review

• Software components are formally specified and verified 
instead of usual development and unit/module testing
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Cleanroom Software Development

Cleanroom Method
• Formal specification: software to be developed is formally specified
• Incremental development: software is partitioned into increments

which are developed separately using the Cleanroom approach
• Structured programming: only a limited number of control and data 

constructs are allowed to be used in the code
• Stepwise refinement: code is developed directly as a refinement of 

the formal specification
• Static verification: developed software components are not tested 

but statically verified using mathematically based correctness 
arguments 

• Correctness proof used as code review in inspection process
• Statistical testing: integrated software is tested statistically to 

determine its reliability
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Code Inspection in XP

A Lightweight, Continuous Approach
• Since XP’s goal is rapid high quality software development, 

traditional inspection processes are too heavyweight
• Instead, XP uses two lightweight inspection practices 

continuously in the software development process:
• Pair programming - continuous immediate inspection of 

new code
• Refactoring - continuous inspection of existing code for 

opportunities to improve it
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Pair Programming

Immediate Code Inspection
• Pair programming is continuous and immediate code inspection
• Observed to increase both quality and productivity
• Increases quality because all code being written is inspected
• Increases productivity because it avoids the cognitive overhead of the 

programmer continually switching between the code level of 
understanding and higher level of understanding

Different Roles
• Pair programming involves two roles - the driver and the partner

• The idea is that the driver can confidently charge forward in the  
immediate coding task, while the partner keeps track of the big 
picture - where whole thing is going (replaces paraphrasing)

• Normally the partner also watches for simple clerical and coding 
errors that may go unnoticed by the driver (replaces code 
checklists)
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Code Refactoring

What is Refactoring?
• Refactoring is “improving the design of existing code” using a 

continuous combination of code and design inspection to improve 
and simplify the system

• Refactoring improves the design of code without affecting its 
external behaviour - that is, it is simpler and better after refactoring, 
but it does exactly the same thing as before

• In XP, refactoring is to be done all the time - after every change to 
the code

• Consists of examining the code for opportunities to abstract or 
simplify its design in order to improve its quality and keep it more 
easily maintainable

• Uses a small number of “rules” characterizing better designs, and a 
catalog of code “refactorings” - patterns of change for transforming 
code from one design to another
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Code Refactoring

Improving Design
• The object of refactoring is to keep the design of the code as close 

as possible to the best design for it
• XP says that the best design is the simplest design
• The simplest design is characterized by four constraints:

1. The system (code plus tests) must communicate everything 
you want to communicate (i.e., all of the specification, and 
all of the solution)

2. The system must contain no duplicate code
3. The system should have the fewest possible classes
4. The system should have the fewest possible methods

• The first two of these constitute the “once and only once” rule -
everything that must be in the program is in the program, and in 
only one place
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How to Refactor

What Do We Need?
• In order to refactor we need five things:

• The code to be refactored
• Tests for the code (to insure that we haven’t 

changed the code’s external behaviour while 
refactoring)

• A way to identify design flaws to improve
• A set of refactorings (templates for design changes 

that do not affect external behaviour) that we know 
how to apply

• A process to guide us
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Refactoring Example: Original 
Code

import java.io.*
import java.util.*

/* Replace %CODE% with the requested identifier,
and %ALTCODE% with the “dashed” version of it */

public class CodeReplacer {
public final String TEMPLATE_DIR = “templatedir”;
String sourceTemplate;
String code, altcode;

public void substitute (String reqId, PrintWriter out)
throws IOException

{
// Read in the template file
String templateDir = System.getProperty (TEMPLATE_DIR, “”);
StringBuffer sb = new StringBuffer (“”);
try {

FileReader fr = 
new FileReader (templateDir + “template.html”);

BufferedReader br = new BufferedReader (fr);
String line;
while ((line=br.readLine()) != “”) && line != null)

sb = new StringBuffer (sb + line + “\n”);
br.close ();
fr.close ();

} catch (Exception e) { }

sourceTemplate = new String (sb);
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try {
String template = new String (sourceTemplate);

// Substitute for %CODE%
int templateSplitBegin = template.indexOf (“%CODE%”);
int templateSplitEnd = templateSplitBegin + 6;
String templatePartOne = new String (

template.substring (0, templateSplitBegin));
String templatePartTwo = new String (

template.substring (templateSplitEnd, template.length
()));

code = new String (reqId);
template = new String (templatePartOne + code + templatePartTwo);

// Substitute for %ALTCODE%
templateSplitBegin = template.indexOf (“%ALTCODE%”);
templateSplitEnd = templateSplitBegin + 9;
templatePartOne = new String (

template.substring (0, templateSplitBegin));
templatePartTwo = new String (

template.substring (templateSplitEnd, template.length()));
altcode = code.substring(0,5) + “-” + code.substring(5,8);
out.print (templatePartOne + altcode + templatePartTwo);

} catch (Exception e) { 
System.out.print (“Error in substitute”);

}
out.flush ();
out.close ();

}
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Identifying Flaws

Code “Smells”
• XP people say that when code needs refactoring, it “smells” - code 

smells are taken to be a “bad sign”
• Potential danger signs to look for:

• Classes that are too long
• Methods that are too long
• Switch statements (instead of polymorphism)
• “Struct” classes (classes without much real functionality)
• Duplicate code
• Almost (but not quite) duplicate code
• Too many primitive type variables
• Useless comments
• (many many more ...)

• Look at example …
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Refactoring Process

The Refactor Cycle
• Refactoring is applied by repeating three steps:

• Identify some code that “smells”
• Apply a refactoring to improve it
• Run the tests

• This cycle is repeated until we are done
• We are done when the code:

• Passes its tests
• Communicates everything it needs to communicate
• Has no duplication
• Has as few classes and methods as possible
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A Catalog of Refactoring

The Fowler Catalog
• Martin Fowler has published a 

by-example catalog of 
refactorings that can be applied

• The catalog is available as a 
book and online at 
http://refactoring.com/
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A Catalog of Refactoring

The Fowler Catalog
• Example of a refactoring from the Fowler Catalog:

Extract Method

Before After
void f () {

. . .
//Compute score
score = a + b + c;
score -= discount;
. . .

}

void f () {
. . .
computeScore ();
. . .

}

void computeScore () {
//Compute score
score = a + b + c;
score -= discount;
. . .

}
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Going to Work

What “Smells” in Our Example?
• Long class
• Long method (probably the most obvious thing)
• Variables could be local to method
• Code tied to using file system
• . . .  many more  . . .

What We Do About It
• Apply one refactoring at a time
• Test result before doing next step 
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Step 1 - Extract Method

Extract Method
• The worst smell is the long substitute () method, so we begin by 

extracting a readTemplate () method to simplify 
• Even though this is a simple change, we test before the next step
String readTemplate ()
{

String templateDir = System.getProperty (TEMPLATE_DIR, “”);
StringBuffer sb = new StringBuffer (“”);
try {

FileReader fr = 
new FileReader (templateDir + “template.html”);

BufferedReader br = new BufferedReader (fr);
String line;
while ((line=br.readLine()) != “”) && line != null)

sb = new StringBuffer (sb + line + “\n”);
br.close ();
fr.close ();

} catch (Exception e) { }

sourceTemplate = new String (sb);
return sourceTemplate;

}
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Step 2- Introduce Explaining 
Variable

Introduce Variable
• We notice that we can improve this new method by computing the 

whole template name in one place, using the Introduce Explaining 
Variable refactoring

• Again, we  immediately test before the next step
String readTemplate ()
{

String templateName = System.getProperty (TEMPLATE_DIR, “”)
+ “template.html”;

StringBuffer sb = new StringBuffer (“”);
try {

FileReader fr = new FileReader (templateName);
BufferedReader br = new BufferedReader (fr);
String line;
while ((line=br.readLine()) != “”) && line != null)

sb = new StringBuffer (sb + line + “\n”);
br.close ();
fr.close ();

} catch (Exception e) { }

sourceTemplate = new String (sb);
return sourceTemplate;

}
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Step 3 - Inline Temp

Eliminate Temp Variable
• We improve things even more by eliminating the fr variable
• Again, we  immediately test before the next step

String readTemplate ()
{

String templateName = System.getProperty (TEMPLATE_DIR, “”)
+ “template.html”;

StringBuffer sb = new StringBuffer (“”);
try {

BufferedReader br = 
new BufferedReader (new FileReader (templateName));

String line;
while ((line=br.readLine()) != “”) && line != null)

sb = new StringBuffer (sb + line + “\n”);
br.close ();

} catch (Exception e) { }

sourceTemplate = new String (sb);
return sourceTemplate;

}
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Step 4 - Extract Method

Extract Method
• We can go in improving readTemplate (), but let’s switch now to the 

fact that substitute () is still too long
• We can separate the “substitute for %CODE%” part into a new 

method using the Extract Method refactoring again
• Once again, remember to test before proceeding 

String substituteForCode (String template, String reqId)
{

int templateSplitBegin = template.indexOf (“%CODE%”);
int templateSplitEnd = templateSplitBegin + 6;
String templatePartOne = new String (

template.substring (0, templateSplitBegin));
String templatePartTwo = new String (

template.substring (templateSplitEnd, template.length()));
code = new String (reqId);
template = new String (templatePartOne + code + templatePartTwo);
return template;

}
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Step 5 - Replace Magic Number

Replace Magic Number
• Our new substituteForCode () can be improved by naming the  
“%CODE” string to eliminate it and 6 as literal constants, using the 
Replace Magic Number refactoring

• And again, test before proceeding 

String substituteForCode (String template, String reqId)
{

String pattern = “%CODE%”;
int templateSplitBegin = template.indexOf (pattern);
int templateSplitEnd = templateSplitBegin + pattern.length();
String templatePartOne = new String (

template.substring (0, templateSplitBegin));
String templatePartTwo = new String (

template.substring (templateSplitEnd, template.length()));
code = new String (reqId);
template = new String (templatePartOne + code + templatePartTwo);
return template;

}
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Step 6 - Extract Method

Extract Method
• We can also separate the “substitute for %ALTCODE%” part using 

Extract Method, and the same simplification using Replace Magic 
Number

• And test before proceeding 

void substituteForAltCode (String template, String code, PrintWriter out)
{

String pattern = “%ALTCODE%”;
int templateSplitBegin = template.indexOf (pattern);
int templateSplitEnd = templateSplitBegin + pattern.length();
String templatePartOne = new String (

template.substring (0, templateSplitBegin));
String templatePartTwo = new String (

template.substring (templateSplitEnd, template.length()));
String altcode = code (0,5) + “-” + code (5,8);
out.print (templatePartOne + altcode + templatePartTwo);

}
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Step 7 - Parameterize Method

Parameterize Method
• This method is so similar to substituteForCode () that it is clear that 

we could make them the same method
• We do this using the Parameterize Method refactoring
• And test before proceeding

String substituteCode (String template, String pattern,
String replacement, PrintWriter out)

{
int templateSplitBegin = template.indexOf (pattern);
int templateSplitEnd = templateSplitBegin + pattern.length();
String templatePartOne = new String (

template.substring (0, templateSplitBegin));
String templatePartTwo = new String (

template.substring (templateSplitEnd, template.length()));
template = new String (templatePartOne + replacement + templatePartTwo);
return template;

}
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And So On…

More to Do ...
• We can keep improving the code in similar fashion, using 

a small set of refactoring rules to improve the code step 
by step

• We test immediately at every step so that we know right 
away if we have broken anything (and when we broke it)

• When we’re all done ... 
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Refactoring Example: Final Code
import java.io.*
import java.util.*

/* Replace %CODE% with the requested identifier,
and %ALTCODE% with the “dashed” version of it */

public class CodeReplacer {
String sourceTemplate;

public CodeReplacer (Reader reader) throws IOException
{

sourceTemplate = readTemplate (reader);
}

String readTemplate (Reader reader) throws IOException
{

BufferedReader br = new BufferedReader (reader);
StringBuffer sb = new StringBuffer (“”);
try {

String line = br.readLine();
while (line != null) {

sb = new StringBuffer (sb + line + “\n”);
line = br.readLine();

}
} finally { 

try { if (br != null) br.close () }
catch (IOException ioe_ignored) {}

}
return sb.toString();

}
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void substituteCode (String template, String pattern,
String replacement, Writer out)

throws IOException
{

int templateSplitBegin = template.indexOf (pattern);
int templateSplitEnd = templateSplitBegin + pattern.length();
out.write (template.substring (0, templateSplitBegin));
out.write (replacement);
out.write (template.substring (templateSplitEnd, 

template.length()));
out.flush ();

}

public void substitute (String reqId, PrintWriter out)
throws IOException

{
StringWriter templateOut = new StringWriter ();
substituteCode (sourceTemplate, “%CODE%”, reqId, templateOut);
String altId = reqId.substring (0,5) + “-”

+ reqId.substring (5,8);
substituteCode (templateOut.toString(), “%ALTCODE%”, 

altId, out);
}
}

Refactoring Example: Final Code
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Inspections II - Summary

Code Inspections
• When the inspection process is applied to code, there 

are a range of techniques we can use to inspect the 
code, including checklists, paraphrasing, walkthroughs

• Lightweight inspection practices attempt to gain the 
advantages of code inspections without the formal 
process, as in XP

• Heavyweight inspection practices take the other 
extreme, formalizing code inspection all the way to 
formal verification
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Inspections II - Summary

Code Inspection in XP
• XP uses continuous lightweight code inspection, in the 

form of pair programming and code refactoring
• Refactoring improves the design of code without 

affecting its external behaviour, using a large catalog of 
refactoring rules

• Refactoring is applied one small step at a time, with 
testing between steps to localize introduced failures

Next Time
• Alternative Verification & Validation Techniques
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